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Abstract  of 


Coalition  Interoperability:  Not  another  Technical  Solution 

Coalition  interoperability  has  been  an  issue  for  some  time.  One  ean  look  baek 
through  history  from  WWI  to  present  and  determine  that  eoalitions  are  the  norm  and  not  the 
exception.  There  are  numerous  articles  on  how  teehnieal  solutions  are  available  to  inerease 
interoperability.  However,  eoalition  interoperability  eontinues  to  be  a  problem.  If  the 
operational  eommander  understands  the  seope  of  interoperability,  the  limiting  factors  of 
interoperability  and  the  eurrent  operational  trends  to  aehieve  interoperability  one  ean 
eonelude  that  teehnology,  by  itself,  will  not  solve  interoperability. 

However,  teehnology  as  a  key  eontributor  to  the  aehievement  of  interoperability;  the 
operational  commander  must  balance  between  teehnology  and  information  to  gain  an 
aeeeptable  level  of  interoperability.  Several  options  are  available  that  do  not  speeifioally 
address  technology.  The  operational  eommander  ean  begin  to  foreeast  how  future  operations 
will  take  place.  Specifieally,  how  the  GWOT  and  Network  Centric  Warfare  might  ehange 
the  nature  of  multinational  operations  and  establish  a  eoalition  eomponent  as  part  of  the  JTF 
structure.  The  operational  eommander  ean  transition  to  a  eoalition  information  network  to 
ehange  the  paradigm  in  the  U.S.  military  from  a  U.S.  only  information  organization  to  truly  a 
eoalition-oriented  foree.  Finally,  the  operational  commander  ean  eontinue  to  focus  on 
combined  training  designed  to  inerease  the  information  aspeets  of  interoperability  as 
operational  objectives.  These  reeommendations  reeognize  that  teehnology  will  eontribute  to 
interoperability  but  will  not  provide  the  eommander  the  final  solution. 
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On  26  December  2004,  an  8.9  magnitude  earthquake,  off  the  northwest  coast  of 
Sumatra,  Indonesia,  created  a  tsunami  in  South  East  Asia  causing  massive  destruction  to  the 
countries  of  Indonesia,  Thailand,  India,  Sri  Lanka  and  the  west  coast  of  Africa.  Immediately, 
political,  military,  and  humanitarian  support  agencies  began  crisis  action  planning  to  conduct 
disaster  relief  operations  in  the  devastated  areas.  The  Standing  Joint  Task  Force 
Headquarters  (SJTFHQ)  at  U.S.  Pacific  Command  (US  PACOM)  began  coordinating  with 
potential  coalition  members  and  established  a  web  site  on  the  Combined  Enterprise  Regional 
Information  Exchange  System  (CENTRIXS)  network.  Government  and  military  leaders 
from  Thailand,  Philippines,  Japan,  Republic  of  Korea,  Australia,  New  Zealand,  Italy,  United 
Kingdom,  France,  Germany,  Saudi  Arabia,  and  Yemen  were  able  to  see  a  common 
operational  picture,  participate  in  collaborative  planning,  review  imagery  and  coordinate 
planning  efforts  through  a  web  based  communication  network. 

As  the  Combined  Support  Force  536  (CSF-536)  prepares  to  deploy,  the  coalition 
begins  to  take  shape.  CSF-536  is  able  to  pass  information  to  multiple  coalition  partners  on 
one  network  from  garrison  locations.  Upon  arriving  in  theater,  the  Commander  of  CSF-536 
sits  at  his  desk  to  draft  an  update  to  the  US  PACOM  commander.  On  his  desk,  there  is  one 
computer  and  one  telephone.  As  the  commander  moves  into  the  Joint  Operations  Center  he 
observes  service  members  from  Australia,  Bangladesh,  Republic  of  Korea,  Malaysia, 
Germany,  France,  Great  Britain,  Pakistan,  Australia,  Indonesia,  Singapore,  New  Zealand,  and 
United  States  behind  single  computer  terminals  and  on  the  phones  coordinating  relief  efforts. 
The  General  stops  and  talks  to  a  Republic  of  Korea  (ROK)  Marine.  Using  a  translation 
system,  on  the  computer,  the  ROK  Marine  is  able  to  provide  an  update  on  when  ROK  aircraft 
will  be  arriving  to  support  one  of  the  Combined  Support  Groups. 
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The  tragic  events  in  South  East  Asia  are  reality;  however,  the  coalition 
interoperability  portions  are  fiction.  One  can  change  the  above  scenario  to  fit  within  any 
spectrum  of  warfare,  from  Military  Operations  other  than  War  (MOOTW)  to  full-scale 
combat.  The  recurring  theme  is  that  coalitions  will  continue  in  the  future.  As  stated  in  the 
National  Security  Strategy  (NSS), 

"Alliances  and  multilateral  institutions  can  multiply  the  strength  of  freedom- 
loving  nations.  The  United  States  is  committed  to  lasting  institutions  like  the 
United  Nations,  the  World  Trade  Organization,  the  Organization  of  American 
States,  and  NATO  as  well  as  other  long-standing  alliances.  Coalitions  of  the 
willing  can  augment  these  permanent  institutions."' 

Therefore,  an  implied  task,  from  the  NSS,  is  that  interoperability  between  U.S.  and  coalition 

members  is  a  requirement  to  "multiply  the  strength  of  freedom  loving  nations"  and  facilitate 

information  sharing. 

However,  the  ability  for  U.S.  forces  to  interoperate  seamlessly  with  coalition  partners 
has  been  a  stated  requirement  and  has  yet  to  be  satisfied.  In  two  different  SIGNAL 
magazine  articles,  by  Robert  Ackerman,  both  the  U.S.  Central  Command  J6  and  the  United 
Kingdom  joint  forces  communication  and  information  systems  commander  in  Iraq,  identified 
coalition  information  sharing  as  problematic  due  to  the  lack  of  interoperability  between  the 
two  forces.  Additionally,  U.S.  Central  Command  has  installed  "three  global  and  three 
regional,  completely  separate  networks  for  coalition  COI  [Community  of  Interest]  sharing. 
Each  network  is  built  to  the  same  enterprise  standard,  but  cannot  be  interconnected.""'  If  the 
U.S.  "enjoys  a  position  of  unparalleled  military  strength  and  great  economic  and  political 
influence,"^  why  is  there  still  a  problem  with  interoperability  among  coalition  and  allied 
members?  One  answer  to  this  question  is  that  technology  is  not  the  only  solution  to 
interoperability  and  the  operational  commander  must  determine  level  of  interoperability 


2 


‘Hl'fti 


required  to  achieve  the  operational  and  strategic  objectives.  To  determine  this  level  the 
commander  must  understand  the  scope  of  the  problem,  limiting  factors  and  operational 
trends.  The  commander  can  begin  to  achieve  an  acceptable  level  of  interoperability  through 
changing  Joint  Task  Force  (JTF)  organizational  structure,  changing  organizational 
paradigms,  and  conducting  focused  training.  Each  of  these  above  points  has  a  temporary  and 
long-standing  potential  to  achieve  coalition  interoperability  without  relying  on  new 
technological  solutions. 

SCOPE  OF  INTEROPERABILITY 


To  understand  why  the  U.S.  is  still  attempting  to  achieve  this  operational  requirement 
one  must  appreciate  the  scope  of  interoperability.  Additionally,  the  operational  commander 
(Combatant  Commander  or  JTF  Commander)  will  not  be  able  to  correct  or  influence  all 
aspects  of  the  problems  associated  with  interoperability.  A  general  understanding  of  the 
scope  of  the  problem  is  required  to  establish  a  foundation  for  further  analysis.  William 
Skidmore  and  Daniel  Klingenburg,  identified  two  points,  communications  and  information, 
that  affect  coalition  interoperability.^  This  paper  expands  on  their  concepts  and  identifies 
these  points  as  interoperability  pillars,  first  being  technology  and  second  being  information. 
Pillar  One:  Technology 


THE  7  LAYERS  OF  OSI 


TRANSMIT 


RECEIVE 


u;;i;u 

Applicatian  layar 
Pr«8«nt*tion  lty«r| 

So'J'oiDn  l.iytH’ 
liiynr 

I  NetworiL  layar 
Data  link  layer 
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PHYSICAL  LINK 


Figure  1:  OSI  Model  <http:  w’w’w.webopedia.com  quick_ref  OSI_Layers.asp> 


Technology  is  the  most  visible  aspect 
of  coalition  interoperability.  Using  the  seven 
layers  of  the  Open  System  Interconnection 
(OSI)  model,  see  figure  1,  one  can  see  the 
complexity  of  making  equipment 
interoperate.  Include  the  technological 
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development  of  nation  speeifie  information  systems,  designed  to  aehieve  nation  speeifie 
operational  and  strategie  objeetives,  only  inereases  the  eomplexity  of  the  problem.  The 
director  of  interoperability  in  the  Office  of  the  Secretary  of  Defense  is  specifically  addressing 
U.S.  internal  interoperability  issues,  and  the  plan  to  gain  U.S.  internal  interoperability 
includes  coalitions  from  the  strategic  to  the  tactical  level. ^  However,  this  remains  focused  on 
the  technological  aspects  of  interoperability. 

The  commercial  sector  influences  interoperability.  The  global  evolution  of  the 
Microsoft  Windows  operating  system  and  a  standard  hardware/network  configuration  based 
on  Transmission  Control  Protocol/Internet  Protocol  (TCP/IP)‘  standards  have  decreased  the 
problems  associated  with  interconnecting  coalition  member's  systems  to  coalition  networks. 
This  evolution  only  addresses  the  ability  for  the  user  to  gain  access  to  certain  command  and 
control  applications.  The  point  of  referring  to  the  OSI  model  is  to  impress  on  the  reader  that 
a  technological  solution  to  the  problem  contains  multiple  layers.  Specifically,  the  OSI  model 
starts  and  ends  with  the  user  who  requires  the  information. 

Pillar  II:  Information. 

Referring  to  figure  1 ,  the  user  receives  information  and  turns  this  into  knowledge  at  a 
speed  that  is  dependant  on  the  user's  language,  culture,  and  experience.  Relating  this  point  to 
a  military  application,  the  Department  of  Defense  (DoD)  defines  a  coalition  as  "an  ad  hoc 

o 

arrangement  between  two  or  more  nations  for  common  action."  To  obtain  the  operational 


‘TCP/IP  is  defined  aeeording  to  the  University  of  Berkley  as  "a  suite  of  protoeols  that  defines  the  Internet. 
Orginally  designed  for  the  UNIX  operating  system,  TCP/IP  software  is  now  available  for  every  major  kind  of 
eomputer  operating  system.  To  be  truly  on  the  Internet,  your  eomputer  must  have  TCP/IP  software." 
<http:www.lib.berkely.edu/TeaehingLib/Guides/Intemet/Glossary.html>  [4  Feb  2005]. 
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objective  the  coalition  members  must  understand  the  information  to  develop  this  common 
action. 

An  obvious  limitation  to  developing  common  action  is  language.  The  U.S.  currently 
participates  in  numerous  interoperability  and  transformation  boards  consisting  of  foreign 
nations.  One  such  board,  the  Combined  Communication  Electronic  Board  (CCEB)  is  a  five- 
nation  board  consisting  of  U.S. ,  U.K.,  Australia,  New  Zealand  and  Canada.  The  CCEB's 
purpose  is  "to  maximize  the  effectiveness  of  the  Warfighter  in  Combined  Operations  by 
delivering  capabilities,  policies,  procedures  and  radio  spectrum  that  optimizes  information 
and  knowledge  sharing."^  This  board  focuses  on  strategic  and  operational  level  issues.'*^  The 
common  language  of  the  CCEB  members  facilitates  a  common  understanding  of 
interoperability  requirements  at  the  technical  and  informational  pillars. 

However,  as  stated  in  the  definition  of  a  coalition,  the  ad  hoc  nature  may  not  allow 
the  U.S.  to  operate  in  a  coalition  with  a  common  language  base  line.  Eor  example,  Thailand's 
primary  language  is  Thai  and  for  the  elites,  English  is  a  secondary  language.  Additionally, 
the  Thai  language  is  further  divided  into  regional  and  ethnic  dialects.'^  Why  is  this 
important?  According  to  the  CIA  Eact  Book,  Thailand's  compulsory  military  service 
produces  approximately  five  hundred  thousand  military  members  annually.  The  ability  to 
share  information  with  Thailand  might  be  achievable  via  technology  but  the  ability  to 
translate  information  to  knowledge  from  the  operational  to  tactical  level  has  the  potential  to 
be  limited.  Granted,  this  is  a  generalization  of  Thailand;  replace  Thailand  with  any  US 
PACOM  country  and  there  is  an  immediate  hurdle  of  language  and  culture  to  overcome  to 
achieve  common  actions  toward  the  operational  objective. 
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Foundation:  DoD  Definition 


When  constructing  a  house,  one  of  the  first  steps  is  to  lay  the  foundation  to  support 

further  construction.  The  same  is  true  when  referencing  the  two  pillars  of  interoperability. 

To  support  the  technology  and  information  pillars  one  must  establish  a  foundation  based  on  a 

common  understanding  of  basic  principles  and  concepts.  The  foundation  for  these  two 

pillars  is  doctrine.  The  DoD  definition  for  interoperability  is  the  foundation  of  this  paper. 

"The  ability  of  systems,  units,  or  forces  to  provide  services  to  and  accept 
services  from  other  systems,  units,  or  forces  and  to  use  the  services  so 
exchanged  to  enable  them  to  operate  effectively  together.  DOD  only.  The 
condition  achieved  among  communications-electronics  systems  or  items  of 
communications-electronics  equipment  when  information  or  services  can  be 
exchanged  directly  and  satisfactory  between  them  and/or  their  users.  The 

de2ree  of  interoperability  should  be  defined  when  referrim  to  specific  cases.” 

1  % 

[Emphasis  added] 

This  definition  accounts  for  both  technology  and  information  requirements  to  achieve 
interoperability.  The  definition  recognizes  that  the  achievement  of  interoperability  does  not 
require  full  interoperability  down  to  the  tactical  level.  As  the  scope  of  interoperability  is 
immense,  the  operational  commander  should  focus  on  the  level  of  interoperability  required  to 
achieve  common  action  for  each  specific  coalition. 

LIMITING  FACTORS 

Even  with  a  solid  foundation,  there  are  limiting  factors  that  slow  the  interoperability 
process.  Three  of  these  factors  are  nation  policies,  nation  economics,  and  time.  These 
factors  are  not  new  and  need  consideration,  as  they  will  affect  the  commander's  ability  to 
determine  and  establish  the  level  of  interoperability  required  for  the  coalition. 

Nation  Policies 

At  the  strategic  level,  the  nature  of  a  coalition  does  not  allow  for  long-standing 
political  agreements  and  the  development  of  trust  between  coalition  members.  Specifically, 
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as  the  DoD  definition  indieates,  the  ad  hoe  nature  of  eoalitions  is  a  temporary  arrangement  to 
aehieve  the  eommon  objeetive.  This  temporary  arrangement  might  limit  the  willingness  to 
share  national  information  between  eoalition  members.  The  U.S.  has  established  poliey  on 
how  to  release  intelligenee  information  to  foreign  nations  via  the  National  Diselosure  Poliey 
1  (NDP-1).  This  doeument  should  be  the  guide  for  the  operational  eommander  to  establish 
the  degree  of  interoperability.  During  Desert  Storm,  General  Sehwarzkopf  deeided  to  share 
intelligenee  data  with  eoalition  members  without  regard  to  this  poliey. One  can  argue  that 
this  was  a  necessary  decision  by  the  operational  commander  to  achieve  the  strategic 
objective.  However,  the  commander  must  protect  U.S.  national  interest  and  avoid  damaging 
current  and  future  coalitions  through  these  actions.  The  operational  commander  cannot 
directly  change  the  national  policy  and  must  consider  this  factor  when  determining  the  level 
of  interoperability  required  within  a  coalition. 

Nation  Economics 

The  operational  commander  cannot  change  the  increasing  technology  gap  between 
the  U.S.  and  potential  coalition  members.  U.S.  technological  innovation  and  augmenting 
operational  concepts  are  required  to  evolve  into  the  next  generation  of  warfare.  The  U.S. 
should  not  slow  down  the  progression  of  operational  concepts  based  on  coalition  limitations, 
but  the  operational  commander  must  consider  this  limitation  when  incorporating  coalition 
partners.  A  report  by  Northrop  Grumman  states,  the  U.S.  is  showing  a  trend  of  selecting 
coalition  partners  based  not  on  the  combat  potential  they  bring  to  the  battle  space  but  on  the 
financial  and  access  privileges  these  nations  possess. The  operational  commander  can 
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influence  the  technology  gap  by  the  Theater  Security  Cooperation  Plan.”  However,  the 
commander's  ability  to  change  the  priorities  of  a  foreign  nation's  economic  policies  will 
primarily  focus  on  the  technology  pillar  and  not  support  the  information  pillar. 

Time 

The  final  limiting  factor  is  the  ability  to  timely  place  new  technology  with  the 
operational  commander.  The  Coalition  Warrior  Interoperability  Demonstration  (CWID)  is 
an  annual  exercise  tasked  to  support  the  operational  commander's  interoperability 
requirements  and  provide  "solutions  to  near-term  coalition  challenges."'^  However,  by 
looking  at  the  history  of  CWID  from  1994  to  2003,  it  is  clear  that  the  objectives  have  focused 
mainly  on  how  to  share  information  securely  with  coalition  partners.  In  a  statement  on 
Operation  Iraqi  Freedom  Lessons  Learned,  to  the  House  of  Armed  Services  Committee, 
Admiral  Giambastini,  US  JFCOM,  stated,  "Capabilities  that  fell  short  of  expectations  or 
requiring  new  initiatives  to  redress  shortfalls  include:  Battle  Damage  Assessment,  Fratricide 
Prevention,  Deployment  planning  and  execution,  reserve  mobilization,  and  coalition 
information  sharing."'^  This  indicates  that  the  time  taken  to  test,  validate,  accredit  and  field 
new  systems  is  not  supporting  the  operational  requirement.  The  limiting  factor  is  that  new 
solutions  might  be  available  to  satisfy  both  the  information  and  technology  pillars  but  the 
time  to  incorporate  these  systems,  coupled  with  the  rate  of  advance  in  technological 
innovation,  makes  this  no  longer  a  viable  option. 


"  The  Joint  Forces  Operational  Warfighting  SMARTBOOK  identifies  the  Theater  Security  Cooperation  Plan 
(TSCP)  as  a  plan  developed  by  combatant  commanders  to  "support  the  U.S.  defense  strategy,  advance  regional 
defense  policy  goals,  and  in  the  immediate  term,  enable  the  war  on  global  terrorism"  with  allies  and  potential 
coalition  members.  (The  Joint  Forces  Operational  Warfighting  SMARTBOOK.  The  Lightning  Press,  2003,  4- 
43). 
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OPERATIONAL  LEVEL  TRENDS 


Comparing  past  exercises  and  operations  one  can  identify  trends  that  the  operational 
commanders  are  developing  to  address  the  coalition  interoperability  issue.  Dividing  these 
operational  trends  into  three  time-based  categories  identifies  that:  short-term  trends  are 
solutions  that  the  operational  commander  is  implementing  to  achieve  immediate 
interoperability;  mid-term  trends  are  solutions  that  the  operational  commander  is  influencing 
and/or  planning  to  incorporate;  long-term  trends  are  solutions  that  have  either  unplanned  or 
unknown  potential. 

Short-Term 

One  short-term  solution  the  operational  commanders  are  using  to  achieve  coalition 
interoperability  is  the  employment  of  liaison  officers  (LNO).  This  proven  concept  allows  for 
the  exchange  of  both  technology  and  information  between  coalition  members  and  establishes 

a  limited,  point-to-point,  level  of  interoperability.  During  Operation  IRAQI  FREEDOM,  US 

1 8 

GENICOM  relied  on  ENO's  at  the  tactical  level  to  gain  coalition  interoperability. 
Additionally,  in  Operation  IRAQI  EREEDOM,  the  ENO  concept  expanded  to  include  LNO 
C2  equipment.  The  U.K.  Royal  Navy  accessed  information  on  SIPRNET  via  a  U.S.  C2 
system  with  the  LNO  providing  the  security  and  operation  of  the  terminal.  As  future 
combat  operations  become  more  technologically  advance  and  operational  concepts  mature, 
the  impact  to  the  JTE  commander  will  be  an  increased  requirement  for  liaison  officers  thus 
straining  the  JTE  for  more  personnel  and  equipment  to  support  coalition  operations. 

Another  solution  operational  commanders  are  using  to  achieve  interoperability  is  the 
establishment  of  unique  coalition  networks.  These  networks  have  been  present  for  some  time 
and  as  the  number  of  coalition  operations  has  increased,  the  number  of  coalition  networks 
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has  increased  in  stride.  US  PACOM,  during  Exereise  COBRA  GOLD,  installed  three 
eompletely  different  eoalition  networks  over  three  years.  The  trend  is  that  eommanders  are 
establishing  multiple  ad  hoe  networks  to  aehieve  short-term  interoperability  without  meeting 
long-term  requirements.  The  impaet  to  the  JTF  eommander  is  the  inereased  requirement  to 
provide  more  equipment  and  personnel  to  support  these  separate  networks.  Additionally,  a 
JTF  eommander  may  risk  the  inadvertent  release  of  U.S.  only  information  on  eoalition 
networks  as  the  JTF  and  eomponents  transfer  data  between  networks. 

Another  short-term  trend,  as  pointed  out  in  the  Northrop  Grumman  report,  is  the 
teehnology  gap  between  the  U.S.  and  potential  eoalition  partners.  The  seleetive  nature  of 
building  eoalitions  due  to  financial  and  access  right  as  opposed  to  eombat  power  will  ereate 
niehe  type  roles  for  eoalition  members.^'*  The  impact  to  the  operational  eommander  is  how  to 
ineorporate  and  designate  operational  tasks  for  eoalition  partners  with  only  limited 
interoperability. 

Mid-Term. 

A  mid-term  solution  is  the  development  of  the  Multinational  Information  Sharing 
(MNIS)  Combined  Enterprise  Regional  Exehange  System  (CENTRIXS),  whieh  is  a  strategie 
initiative,  based  on  operational  eommanders  stated  requirements.  The  guidelines  for  MNIS 
CENTRIXS  are  eontained  in  DOD  instruetion  81 10. 1  and  the  program  goal  is  that  "MNIS 
CENTRIX-equipped  Forees  shall  be  able  to  'plug  and  play'  anywhere  in  the  world."  The 
operational  eoneept  is  for  the  eombatant  eommanders  to  maintain  control  of  regional 
networks  while  using  a  eommon  standard  to  link  different  regions  globally  via  the  global 
information  grid.  The  instruetion  further  tasks  the  National  Security  Agency  to  develop  the 
solution  to  eonneet  U.S.  only  networks  to  MNIS  CENTRIXS.  The  operational  trend  is  the 
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centralization  of  standards  for  all  regional  commanders,  and  the  impaet  to  the  JTF 
commander  is  centralized  access  to  multiple  networks.  MNIS  CENTRIXS  has  the  potential 
to  reduce  equipment  and  personnel  requirements  in  a  deployed  environment. 

During  CWID  2003,  a  US  PACOM  sponsored  mid-term  solution  called  the  Agile 
Coalition  Environment  (ACE)  was  tested.  ACE  provides  the  commander  with  the  ability  to 
link  multiple  networks  from  a  central  point  and,  via  single  client  terminals,  access  different 
levels  of  information  based  on  a  user  profile. The  CWID  after  action  report  stated,  ACE  is 
a  "usable,  flexible  tool  suitable  for  taetieal  deployment."^^  Additionally,  US  PACOM  is 
planning  to  incorporate  ACE  into  the  SJTEHQ  allowing  the  commander  to  aecess  US  Seeret, 

CENTRIXS  Japan,  CENTRIX  Korea,  4-eyes,  and  Global  Counter  Terrorism  Task  Eorce  via 

26 

a  single  terminal. 

Long  Term. 

The  long-term  solution  available  to  the  operational  commander  does  not  focus  on 
technology  but  focuses  on  continuous  combined  training  directed  towards  a  common  threat. 
The  UK  Ministry  of  Defense  noted  that  Royal  Air  Eorce  and  Royal  Navy  participation  in 
enforcement  of  UN  Sanctions  in  Iraq  directly  contributed  to  their  suceessful  integration  of 
combat  forces  during  Operation  Iraqi  Ereedom.  The  training  conducted  in  antieipation  of 
combat  operations  produces  a  measure  of  suceess  towards  interoperability  and  the  UK  report 
further  noted  that  Exereise  INTERNAE  EOOK  2002,  prepared  the  UK  headquarters  staff  for 
eoalition  operations.  The  long-term  trend  is  that  continuous  combined  training  and 
operations  allows  eoalition  partners  to  gain  a  level  of  interoperability  through  experience  on 
the  battlefield.  The  U.K.  has  identified  this  trend,  in  reference  to  the  Iraqi  No  Ely  Zones,  and 
states  in  the  report,  "It  will  be  a  considerable  ehallenge  to  find  suitable  training  opportunities 
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to  maintain  the  momentum  of  integrated  eoalition  aetivity  for  future  airerew  and  support 
personnel."  The  impaet  to  the  operational  eommander  is  how  to  develop  regional  training 
that  provides  a  realistie  environment  to  increase  coalition  experience  and  facilitate 
interoperability. 

RECOMMENDATIONS 

Recommendation  1.  Combined  forces  Component  Command  (COFOR) 

According  to  Joint  Publication  0-2,  the  operational  commander  can  organize  a  JTF  by 
service  or  functional  component  or  a  combination  of  the  two  components.  Additionally, 
Joint  Publication  0-2,  describes  and  depicts  the  elements  of  a  notional  multinational 
operations  command  structure.  The  recommendation  to  organize  a  combined  forces 
component  command  is  a  combination  of  these  two  doctrinal  approaches  to  the  organization 
of  a  JTF.  The  combined  forces  component  command  will  facilitate  interoperability  by 
centralizing  the  technological  and  informational  aspects  of  the  interoperability  problem.  The 
organization  of  the  component  command  can  be  similar  to  multinational  operations  with  a 
multinational  forces  commander  or  can  be  a  U.S.  led  organization.  The  change  is  that 
multinational  operations  become  a  subset  of  the  JTF  organization.  The  operational 
commander  of  the  JTF  can  designate  the  degree  of  interoperability  required  based  on  the 
coalitions  capabilities  which  in  turn  will  determine  the  mission  and  tasks  that  this  component 
might  perform  in  support  of  the  objective. 

The  advantages  of  this  organizational  change  are  numerous.  First,  in  the  short-term, 
the  JTF  commander  is  able  to  identify  the  level  of  interoperability  required  based  on  the 
coalition  components  capability.  Full  interoperability  is  not  required  and  the  JTF  as  whole 
will  be  able  to  focus  on  obtaining  the  operational  or  strategic  objective.  Second,  as  the 
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technology  gap  increases  and  the  U.S.  military  evolves  into  the  information  age  of  command 
and  control,  as  stated  in  Power  to  the  Edge,  by  David  Alberts  and  Richard  Hayes,  the  US 
will  retain  the  ability  to  be  backwards  compatible  with  industrial  command  and  control 
coalition  nations,  thus  allowing  Network  Centric  Operations  to  evolve.  A  long-term 
benefit  of  this  type  of  organization  is  the  coordinated  development  of  doctrine,  training  and 
technology  advances.  Specifically,  coalition  component  doctrine  can  focus  on  specific 
missions  and  Theater  Security  Cooperation  Plans  can  target  these  missions,  fn  the  future, 
when  Network  Centric  Warfare  (NCW)  becomes  a  reality,  instead  of  each  country 
developing  independent  concepts  of  NCW  to  interoperate  with  U.S.  war  fighting  functions, 
the  operational  commander  can  influence  how  potential  coalition  members  can  enhance  JTF 
common  actions  as  a  component  of  the  JTF. 

The  disadvantages  of  this  recommendation  are  just  as  numerous  as  the  advantages. 
This  type  of  organization  only  supports  U.S.  led  operations  and  does  not  support 
multinational  operations  doctrine.  Additionally,  this  recommendation  will  not  work  in  every 
situation.  However,  the  intention  of  this  recommendation  is  not  to  push  the  interoperability 
problem  into  the  comer  but  provide  the  commander  with  the  ability  to  focus  coalition 
training  within  the  region  and  standardizes  the  Combined  Joint  Task  Force  concept.  As  long 
as  the  U.S.  takes  a  leading  role  in  the  Global  War  on  Terrorism,  new  concepts  and  norms 
about  multinational  operations  will  begin  to  develop  through  experience  and  time. 

Therefore,  there  is  a  potential  that  future  multinational  operations  might  be  completely 
different  in  the  future.  This  recommendation  recognizes  this  potential  for  future  change  and 
provides  an  option  for  the  commander  to  gain  interoperability  with  coalition  partners. 
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Recommendation  2.  Establish  MNIS  CENTRIXS  as  the  primary  network. 

Based  on  the  limiting  faetors  as  stated  in  this  paper,  the  requirement  to  maintain 
regional  networks  will  not  disappear  due  to  the  eoncern  to  protect  El.S.  national  interest. 
However,  in  deployed  environments,  the  installation  of  ad  hoc  coalition  networks  to  support 
operations  and  exercises  are  becoming  the  primary  network  for  the  JTE.  The  operational 
commander  should  designate  MNIS  CENTRIXS  as  the  primary  U.S.  network  for  day-to-day 
operations,  not  only  in  deployed  environments  but  also  in  garrison  environments.  By 
designating  MNIS  CENTRIXS  as  the  primary  network,  the  regional  combatant  commanders 
and  subordinate  commands  have  the  potential  to  evolve  into  a  coalition  environment  instead 
of  a  U.S.  only  environment  during  day-to-day  operations.  Just  as  SIPRNET  has  evolved  to 
become  the  primary  network  to  share  U.S.  only  Secret  and  below  information  between 
strategic,  operational  and  tactical  users,  MNIS  CENTRIXS  could  evolve  to  become  the 
primary  network  between  these  levels  of  command. 

The  hierarchal  nature  of  the  military  will  allow  for  this  transition.  The  transition  of 
the  combatant  commander  will  force  subordinate  commands  and  strategic  supporting 
commands  into  transition  to  ensure  the  information  reaches  the  intended  user.  Eor  example, 
the  transition  to  Microsoft  Word  as  the  primary  word  processor  was  a  top  down  form  of 
change.  Every  service  initially  operated  on  a  different  standard,  but  once  the  higher 
headquarters  established  a  new  standard,  the  subordinate  commands  changed  to  facilitate 
sharing  information.  Applying  the  OSI  model,  the  operational  commander  sets  the  standards 
for  the  users. 

The  potential  beneht  of  this  recommendation  is  an  acceleration  of  augmenting 
technological  solutions.  As  long  as  the  operational  commander  uses  traditional  U.S.  only 
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networks,  for  day-to-day  operations,  the  supporting  staffs  of  both  strategic  and  tactical  forces 
will  focus  procurement,  doctrine,  and  training  to  operate  on  this  network  and  not  on  the 
integration  of  coalition  networks.  If  the  operational  commander  operates  on  the  currently 
deployed  network,  the  paradigm  will  shift  thus  turning  the  traditional  U.S.  only  networks  into 
secondary  supporting  networks  and  MNIS  CENTRIXS  into  the  primary  network. 

The  potential  negative  aspects  of  this  change  are  inconvenience  and  time.  There  will 
be  a  period  where  multiple  machines  will  be  sitting  on  the  commander's  desk.  The 
commander  and  staff  will  be  required  to  transfer  information  between  these  systems  until  all 
service  components  and  strategic  supporting  agencies  make  this  transition.  However,  by 
focusing  on  subordinate  commands  the  operational  commander  will  have  the  ability  to  form 
JTF's  that  are  familiar  with  operating  on  coalition  networks,  have  a  repository  of  information 
on  these  networks  and  know  the  policies  and  procedures  to  share  information  on  these 
networks.  This  recommendation  will  reduce  a  fraction  of  the  friction  already  facing  a 
combined  JTF.  FIS  PACOM's  ACE  program  is  a  good  standard  to  begin  this  transition. 
Recommendation  3,  Focused  Training 

Identified  as  a  long-term  trend,  training  and  operating  in  a  coalition  against  a  common 
threat  has  been  the  most  successful  contribution  to  coalition  interoperability.  Through  the 
development  of  the  Theater  Security  Cooperation  Plan,  the  operational  commander  should 
identify  measures  of  effectiveness  specifically  relating  to  coalition  interoperability.  The 
measures  of  effectives  can  translate  to  operational  level  training  objectives.  However,  to 
achieve  success  the  commander  must  formulate  objectives  that  have  value  towards  the 
information  and  technology  pillars  of  interoperability.  At  the  conclusion  of  every  JTF  level 
exercise  the  operations  order  for  the  scenario  needs  updating  based  on  the  events  of  the 
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exercise.  Not  every  exercise  should  become  a  concept  plan  but  the  requirement  for  all  staff 
sections  to  participate  and  update  the  combined  operations  order  closes  the  gap  between  the 
technology  and  informational  pillars.  For  example,  the  C6  staffs  focus  of  effort  for  Exercise 
COBRA  GOLD  is  on  staff  and  real  world  exercise  support.  The  C6  does  not  produce  any 
coalition  products  to  support  planning  and  execution  from  the  scenario.  By  making  this 
change,  the  staff  sections  exercise  a  portion  of  the  plan  with  coalition  partners;  produce  an 
output  based  on  the  scenario;  and  develop  a  common  understanding  of  the  requirements  of 
coalition  partners  to  obtain  the  operational  objective. 

Identified  in  the  long-term  operational  trends,  the  advantage  of  focused  training  with 
coalition  partners  facilitates  interoperability.  The  U.K.  participation  in  Exercise  INTERNAL 
LOOK  02  was  not  the  first  exercise  that  the  U.K.  and  U.S.  conducted  with  each  other. 
However,  two  variables  were  different.  Eirst,  there  was  the  potential  for  the  exercise  to 
become  combat  operations  and  second  the  updated  products  identified  potential  weakness. 
Therefore,  one  can  conclude  from  the  above  statement,  the  potential  for  combat  operations 
increased  the  importance  and  focus  of  effort  on  interoperability  between  these  two  nations 
than  previous  exercises. 

The  disadvantage  of  this  recommendation  is  the  potential  inability  of  the  JTE 
commander  to  gain  support  from  the  coalition  partners.  U.S.  participants  will  follow  the  lead 
of  the  commander.  However,  coalition  participation  relates  to  how  the  coalition  commander 
focuses  the  staff  and  subordinate  commands.  JTE  Commanders  might  not  be  able  to  produce 
the  level  of  detail  required  to  satisfy  the  commander's  measure  of  effectiveness. 
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CONCLUSION 


Coalition  interoperability  is  an  elusive  target.  The  scope  of  interoperability  is 
overwhelming  and  one  can  quickly  begin  to  realize  that  technology  is  not  the  only  solution  to 
achieve  interoperability.  Granted,  technology  will  provide  the  operational  commander  the 
ability  to  interconnect  communication  networks  and  reduce  the  number  of  coalition  networks 
present  today,  but  this  technology  has  proven  to  be  only  a  mid-term  solution  and  does  not 
satisfy  the  immediate  requirement.  When  the  operational  commander  is  determining  the 
level  of  interoperability  required  to  operate  with  a  coalition,  the  commander  must  recognize 
both  pillars  of  interoperability  and  should  state  the  level  of  interoperability  he  or  she  requires 
for  each  coalition.  The  commander  can  do  this  by  organizing  the  JTF  with  a  coalition 
component  command,  by  establishing  a  coalition  network  as  the  primary  network,  and  by 
increasing  the  measure  of  effectiveness  contained  in  the  Theater  Security  Cooperation  Plan. 
If  the  commander  does  not  focus  on  the  level  of  interoperability  required  and  does  not 
balance  between  technology  and  information,  the  gap  between  the  U.S.  and  future  coalition 
partners  will  continue  to  increase  in  the  future. 


17 


NOTES 


'  President,  U.S.,  The  National  Seeurity  Strategy  of  the  United  States  of  Ameriea, 
Washington,  DC:  September  2002,  iii. 

2 

Boardman,  Jill  L.  and  Shuey,  Donald  W.,  Combined  Enterprise  Regional 
Information  Exchange  System  (CENTRIXS);  Supporting  Coaliton  Warfare  World-Wide. 
April  2004,  USCENTCOM, 

<http://www.dodccrp.org/events/2004/ICCRTS_denmark/cd/papers/003.pdf>[7  Jan  2004],  3. 

Ackerman,  Robert  K.  "British  Warfighters  Exploit  Network  Centricity,"  SIGNAL, 
Ealls  Church  VA,  September  2003,  Vol  58,  Iss.  I,  33.  and  "Iraq  War  Operations  Validate 
Hotly  Debated  Theories,"  SIGNAL,  Ealls  Church  VA,  July  2003,  Vol  57,  Iss.  1 1,  31. 

^  Boardman  and  Shuey,  3. 

^  President,  U.S.  NSS,  Washington,  DC:  September  2002,  i. 

^  Skidmore,  Sr.  William  E.  and  Klingenburg,  Daniel,  Coalition  Interoperability,  A 
Pragmatic  C4ISR  Approach  from  the  U.S.  Army  CECOM  Security  Assistance  Perspective. 
Mitre  papers,  April  2003, 

<http://www.mitre.org/work/tech_papers/tech_papers_03/skidmore_coalition_interop/skidm 
ore_coalition_interop.pdf>  [3  Dec.  2004],  4-5. 

’  Quinlan,  Robin,  DoD  Interoperability  and  Advanced  Engineering  Environments, 
Office  of  the  Secretary  of  Defense,  Washington  DC:  2000, 
<http://www.dtic.miEndia/2002sba/garber.pdf>  [28  Jan  2005],  7. 

^  Joint  Chiefs  of  Staff,  DOD  Dictionary  of  Military  Terms,  November  30,  2004, 
<http//www. dtic.mil/doctrine/jel/doddict/>  [28  Jan  2005],  c. 

^  Combined  Communications  Electronics  Board,  Organisation,  Roles  and 
Responsibilities,  Publication  1,  Version  6.0,  June  17,  2003, 
<http://www.dtic.mil/jcs/j6/cceb/publ.pdf>  [3  Dec  2004],  1. 

'°Ibid,  1. 

''  Central  Intelligence  Agency,  The  World  Pact  book,  January  1,  2004, 
<http://www.cia.gov/cia/publications/factbook/geos/th.html>  [22  Jan.  2005],  1. 

'^Ibid,  1. 

Joint  Chiefs  of  Staff,  DOD  Dictionary  of  Military  Terms,  November  30,  2004, 
<http//www. dtic.mil/doctrine/jel/doddict/>  [28  Jan  2005],  i. 


18 


Fulghum,  David,  "Glosson:  U.S.  Gulf  War  shortfalls  linger."  Aviation  Week  & 
Space  Technology,  vl44n5:  January  29,  1996, 

<http://firstsearch.oclc. org/html/webscript.html;%3Asessionid=sp07sw02-53633-e3rfo9ho- 
7mjcxi:sessionid=sp07sw02-53633-e3rfo9ho-7mjcxi>  [15  Dec.  2004],  2. 

Bowie,  Christopher  J,  Haffa,  Jr.  Robert  J,  and  Mullins,  Robert  E,  Future  War:  What 
Trends  in  America's  Post-Cold  War  Military  Conflicts  Tell  us  about  Early  21st  Century 
Warfare.  Analysis  Center  Papers,  Northrop  Grumman,  January  2003,  14. 

Defense  Information  Systems  Agency,  Assessment  Summary  Report,  JWID  2003 
Final  Report,  2003,  <http://www.jwid.js.mil/files/FRsummary.zip>  [14  Jan  2005],  summary 
1. 


Giambastiani,  Jr.  Adm  Edmund  P.,  "Statement,"  U.S.  Congress,  House,  Committee 
on  Armed  Services,  Operation  Iraqi  Freedom:  Fessons  Feamed,  Hearing  before  the 
Committee  on  Armed  Services.  108th  Cong,  2  Oct  2004. 

<http://www.house.gOv/hasc/openingstatementsandpressreleases/I08thcongress/03-I0- 
02giambastiani.html>  [16  Dec  2004], 

1 8 

Ackerman,  Robert  K.  "Iraq  War  Operations  Validate  Hotly  Debated  Theories," 
SIGNAF.  Falls  Church  VA,  July  2003,  Vol  57,  Iss.  11,31. 

French,  Mathew,  "Iraq  shows  IT  work  needed."  Federal  Computer  Week, 
September  2003,  <http://www.fcw.eom/fcw/articles/2003/0901/web-navy-0905-03.asp>  [3 
Dec  2004],  2. 

Bowie,  Haffa,  and  Mullins,  2. 

2 1 

Boardman  and  Shuey,  6. 

22 

Department  of  Defense,  Multinational  Information  Sharing  Networks 
Implementation,  DOD  Instruction  81 10. 1,  (Washington  DC:  February  6,  2004),  9. 

^^Ibid,  I. 

McGuire,  Machele  and  Daniel,  Dale,  Agile  Coalition  Environment  (ACE),  CCRP, 
2004,  <http://www.dodccrp.org/events/2004/iccrts-denmark/CD/papers/041.pdf>  [14  Jan 
2005],  4. 

Defense  Information  Systems  Agency,  JWID  2003,  CT9.0I. 

McGuire  and  Daniel,  9. 


19 


01 

Ministry  of  Defence,  Operations  in  Iraq  :  Lessons  for  the  Future,  December  2003, 
53. 


Ministry  of  Defence,  53. 

Ibid,  53. 

Joint  Chiefs  of  Staff,  Unified  Action  Armed  Forces  (UNAAF),  Joint  Pub  0-2, 
Washington  D.C.,  July  10,  2001,  IV-2  to  V-11. 

3 1 

Alberts,  David  and  Hayes,  Richard,  Power  to  the  edge,  Washington,  DC:  CCRP 
publication  series,  2003. 


20 


Bibliography 

Ackerman,  Robert  K.  "British  Warfighters  Exploit  Network  Centricity."  SIGNAL  Magazine. 
September  2003,  Vol  58,  Iss  1, 

<http://www.afcea.org/signal/articles/anmviewer.asp?a=147>  [3  Dec  2004], 

Ackerman,  Robert  K.  "Iraq  War  Operations  Validate  Hotly  debated  Theories."  SIGNAL 
Magazine,  July  2003,  Vol  57,  Iss  II. 

<http://www.afoea.org/signal/articles/anmviewer.asp?a=I05&z=57>  [3  Deo  2004]. 

Alberts,  David  and  Hayes,  Richard,  Power  to  the  edge,Washington,  DC:  CCRP  publioation 
series,  2003. 

Australia  Defense  Loroe,  The  War  in  Iraq,  ADL  Operations  in  the  Middle  East  in  2003, 
<http://www.globalsecurity.org/mihtaryhbrary/report>  [16  Deo  2004]. 

Black,  Michael  B.  Coalition  command,  control,  communieation,  computer,  and  intelligence 
systems  interoperability:  a  necessity  or  wishful  thinking?  Army  Command  and 
General  Staff  College,  Lort  Leavenworth,  02  Jun  2000. 

Boardman,  Jill  L.  and  Shuey,  Donald  W.,  Combined  Enterprise  Regional  Information 

Exehange  System  (CENTRIXS);  Supporting  Coaliton  Warfare  World-Wide.  April 
2004,  USCENTCOM, 

<http://www.dodccrp.org/events/2004/ICCRTS_denmark/cd/pap  ers/003.pdf> 

[7  Jan  2004]. 

Bowie,  Christopher  J,  Haffa,  Jr.  Robert  J,  and  Muhins,  Robert  E,  Euture  War:  What  Trends 
in  Ameriea's  Post-Cold  War  Military  Conflicts  Teh  us  about  Early  21st  Century 
Warfare.  Analysis  Center  Papers,  Northrop  Grumman,  January  2003. 

Caterinicchia,  Dan,  "NATO  terminal  link  allies"  Eederal  Computer  Week,  24  May  2002. 

<http:/www.fcw.com/fcw/articles/2002/0520/web-nato-05-24-02.asp>  [3  Dec  2004]. 

Central  Intelligence  Agency,  The  World  Pact  book,  January  1,  2004, 

<http://www.cia.gov/cia/pubhcations/factbook/geos/th.html>  [22  Jan.  2005]. 

Combined  Communications  Electronics  Board,  Organisation,  Roles  and  Responsibilities, 

Publication  1,  Version  6.0,  June  17,  2003,  <http://www.dtic.mil/jcs/j6/cceb/publ.pdf> 
[3  Dec  2004]. 

Commander  Second  Pleet/Striking  Elect  Public  Affairs,  "New  technology  encouraging 
coalition  interoperability  to  take  a  step  forward."  USJPCOM, 
<http://www.jfcom.mil/newshnk/storyarchive/2004/no061504.htm>  [3  Dec  2004]. 

Defense  Information  Systems  Agency,  Assessment  Summary  Report,  JWID  2003  Pinal 
Report,  2003,  <http://www.jwid.js.mil/fdes/PRsummary.zip>  [14  Jan  2005]. 


Department  of  Defense,  Multinational  Information  Sharing  Networks  Implementation,  DOD 
Instruction  81 10.1,  Washington  DC:  February  6,  2004. 

Fargo,  Admiral  Thomas  B.,  "Testimony,"  U.S.  Congress.  House  Committee  on  Armed 
Services,  Regarding  Fiscal  Year  2005  National  Defense  Authorization  budget 
request  from  the  Department  of  Defense,  Pacific  Command  Posture,  Hearing  before 
the  Committee  on  Armed  Services.  18th  Cong,  31  March  2004. 
<http://www.house.gOv/hasc/openmgstatementsandpressreleases/108thcongress/04- 
03-31fargo.html>  [9  Jan  2005]. 

French,  Matthew,  "U.S.  outstripping  allies  in  defense  tech."  Federal  Computer  Week,  28 
February  2003.  <http://www.fcw.eom/fcw/articles/2003/0224/web-north-02-28- 
03.asp>  [3  Dec  2004]. 

French,  Mathew,  "Iraq  shows  IT  work  needed."  Federal  Computer  Week,  September  2003, 
<http://www.fcw.eom/fcw/articles/2003/0901/web-navy-0905-03.asp>  [3  Dec  2004]. 

Fulghum,  David,  "Glosson:  U.S.  Gulf  War  shortfalls  linger."  Aviation  Week  &  Space 
Technology,  vl44n5:  January  29,  1996, 

<http://firstsearch.oclc.Org/html/webscript.html:%3Asessi  onid=sp07sw02-53633- 
e3rfo9ho-7mjcxi:sessionid=sp07sw02-53633-e3rfo9ho-7mjcxi>  [15  Dec.  2004]. 

Gee,  Sherman,  Internetworking  for  Coalition  Interoperability.  Command  and  Control 
Research  Program  Papers,  2004. 

<http://www.dodccrp.org/events/2004/ICCRTS_Denmark/CD/papers/013.pdf>  [3 
Dec  2004]. 

Giambastiani,  Jr.  Admiral  Edmund  P,  "Statement,"  U.S.  Congress,  House,  Committee  on 
Armed  Services,  Operation  Iraqi  Freedom:  Lessons  Learned,  Hearing  before  the 
Committee  on  Armed  Services.  108th  Cong,  2  Oct  2004. 

<http://www.house.gOv/hasc/openmgstatementsandpressreleases/108thcongress/03- 
10-02giambastiani.html>  [16  Dec  2004]. 

Illingworth,  Gary,  "Command,  Control  (C2)  and  Coalition  Interoperability  Post  '911': 
Introducing  the  Network  Centric  Infrastructure  for  Command  Control  and 
Intelligence  (NICCI)"  C3I  Associates,  9Aug  2002. 

<http://www.dodccrp.org/events/2002/7th_ICCRTS/Tracks/pdf/125.pdf>  [7  Jan 
2005]. 

Jackson,  Joab,  "Lessons  from  Iraq,  Integrators  see  expanding  opportunities  as  the  Pentagon 
compiles  it  wish  list  of  new  technologies."  Washington  Technology,  27  Oct  2003 
Vol.  18  No.  15.  <http://www.washmgtontechnology.com/news/18_15/special- 
report/21974-l.html>[16  Dec  2004]. 

Joint  Chiefs  of  Staff,  DOD  Dictionary  of  Military  Terms,  November  30,  2004, 

<http//www. dtic.mil/doctrme/jel/doddict/>  [28  Jan  2005]. 


22 


Joint  Chiefs  of  Staff,  Unified  Action  Armed  Forces  (UNAAF),  Joint  Pub  0-2,  Washington 
DC,  July  10,  2001. 

Joint  Command  Control  &  Information  Warfare  Staff,  Information  Operations:  The  Hard 
Reality  of  Soft  Power.  Joint  Forces  Staff  College,. 

Lawlor,  Maryann,  "Demonstrations  Focus  on  Coalition  Communications"  SIGNAL 
Magazine,  May  2003. 

<http://www.afcea.org/signal/articles/anmviewer.asp?a=I24&z=30>  [14  Jan  2004]. 

McGuire,  Machele  and  Daniel,  Dale,  Agile  Coalition  Environment  (ACE),  CCRP,  2004, 
<http://www.dodccrp.org/events/2004/iccrts-denmark/CD/papers/041  .pdlN  [14  Jan 
2005]. 

Ministry  of  Defence,  Operations  in  Iraq  :  Lessons  for  the  Future.  December  2003. 

President,  U.S.,  The  National  Security  Strategy  of  the  United  States  of  America,  Washington, 
DC:  September  2002. 

Quinlan,  Robin,  DoD  Interoperability  and  Advanced  Engineering  Environments,  Office  of 
the  Secretary  of  Defense,  Washington  DC:  2000, 
<http://www.dtic.miFndia/2002sba/garber.pdf>  [28  Jan  2005]. 

Skidmore,  Sr.  William  E.  and  Klingenburg,  Daniel,  Coalition  Interoperability,  A  Pragmatic 
C4ISR  Approach  from  the  U.S.  Army  CECOM  Security  Assistance  Perspective. 

Mitre  papers,  April  2003, 

<http://www.mitre.org/work/tech_papers/tech_papers_03/skidmore_coalition_interop 
/skidmore_coalition_interop.pdf>  [3  Dec.  2004]. 

Stalder,  MGEN,  "Statement,"  U.S.  Congress,  House,  Committee  on  Armed  Services,  I  MEE 
C4I  During  Operation  Iraqi  Ereedom,"  US  Congress,  Hearing  before  the  House 
Armed  Services  Committee  Subcommittee  on  Terrorism,  Unconventional  threats,  and 
Terrorism.  108th  cong,  21  Oct  2003. 

<http://www.house.gOv/hasc/openingstatementsandpressreleases/108thcongress/03- 
10-21stalder.html>  [16  Dec  2004]. 

Wade,  Norman  M.,  The  Joint  Eorce  &  Operational  Warfigthing  Smartbook,  The  Eightning 
Press,  Eakeland,  El,  2003. 


23 


